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1

Introduction

This work package (WP) focuses on the neighborhood area networks (NANs) and industrial
area networks (IANs) of smart grid. Both domains are the key areas where the role of smart
grid application becomes prominent and hence real-time, robust and reliable communication
solutions are required. To address this challenge, this WP is responsible for exploring the
cellular communication and power line communication (PLC) technologies and the requirements in terms of communications and signal processing algorithms to support the smart grid
applications in these domains. To elaborate further, cellular technology enables data exchange
using the wireless technologies and PLC exploits the existing electrical wires to transmit data
where both technologies need to support the communication requirements that are imposed
by the smart grid applications.
The initial findings of the research done in the aforementioned directions are reported in
three sections of this document. Section 2 provides a brief overview on initial findings of
device-to-device communication in terms of radio resource management and scheduler design.
Section 3 reports an impulsive noise mitigation scheme that has been proposed in the frame
work of power line communication system design for smart grid applications. Finally, section
4 introduces the concept of compression and aggregation of smart meter data that maximizes
channel usage efficiency by enabling maximum data transfer using available channel bandwidth.

2

Cellular Communications for Smart Grid NANs

Communication in the power distribution grid already exists at a local level to support basic
small-scale automatic operations [1]. However, large-scale operations that involve deployments
spanning long distances, e.g., wide-area monitoring, protection and control systems, still rely
on extensive human intervention. Moreover, the increasing penetration of distributed energy
resources, located in widespread areas, introduces several challenges for achieving efficient and
reliable communication [2].
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Figure 1: LTE for centralized and distributed substation automation [3].
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ure 1, [3]) has been identified as a promising technology to support advanced and autonomous
grid functionalities in NANs/IANs [4]. In this direction, 3GPP standardization efforts, e.g.,
LTE-M, cat-M1 user category, NB-IoT [5, 6], aim at enabling LTE as a suitable connectivity technology for the machine-type communication and the internet of things (IoT) in the
mid-term future. Communication in cellular networks is performed by following two sequential procedures: i) the initial network association phase, where devices request transmission
resources or re-establish a connection to the eNodeB, i.e., the base station, and ii) the actual
data transmission phase, where communication may take place either through the eNodeB or
via Device-to-Device (D2D), using the resources allocated by the eNodeB in the prior phase.
The reliable support of the stringent requirements of distribution grid traffic in shared LTE
networks introduces significant challenges in both procedures [4]. Thus, the development of
enhanced radio access mechanisms and resource management strategies are the main research
goals of our work. In subsections 2.1 and 2.2, we present an overview of the methodologies
used until now along with some initial research findings. We also provide an insight on our
ongoing work in subsection 2.3.

2.1

Radio Resource Management and Scheduler Design

In the context of ADVANTAGE, we have investigated the reliable support of real-time distribution automation services via public LTE networks. In particular, in our initial work [3],
we present the technical and performance requirements introduced by IEC 61850 standard for
wide-area substation automation tasks and discuss the ability of LTE to meet these requirements in terms of latency and throughput. As shown in Figure 1, we further focus on the
integration of two representative IEC 61850 communication services [7], namely i) centralized automation based on Manufacturing Messaging Specification (MMS), where real-time
power quality measurements are periodically sent by Intelligent Electronic Devices (IEDs) to a
remote controller for system situational awareness and status monitoring, and ii) distributed
automation based on Generic Object Oriented Substation Event (GOOSE), where time-critical
control messages are exchanged between neighboring IEDs that belong to the same or different
substation local area networks. As illustrated in our uplink scheduling framework in Figure
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Figure 2: Generic view of the LTE scheduler [3].

Project Title: ADVANTAGE
5/17
Project Coordinator: University of Edinburgh

Contract No. ITN-607774
www.fp7-advantage.eu

Version 1.0, 29/6/2016

2, we address the problem of prioritizing smart grid traffic over conventional human-based
services in network overload, by designing an appropriate LTE scheduler that dynamically allocates resources based on an analytical characterization of the performance constraints, while
keeping the degradation of LTE subscribers at a minimum level. For the performance evaluation, realistic overload scenarios were considered, where numerous LTE subscribers generate
background traffic within the eNodeB coverage area and compete for the available resources
with the IEDs.

2.2

Example Results

Our proposed scheduler is compared with the proportional-fair scheduling algorithm for resource
allocation, where there is no special handling of smart grid control flow with respect to the other
LTE traffic types [3]. Figures 3 and 4 illustrate the superiority of our proposed scheduler for the
centralized automation scenario (MMS over LTE). Naturally, this improvement causes some
degradation to other types of background traffic, as shown in Figure 5, however performance
can still be considered acceptable. In the case of the more demanding distributed automation
scenario (GOOSE over LTE), the performance for the control traffic improves, as depicted in
Figures 6 and 7. Compared to the first scenario, the impact of prioritized data handling is
more visible on background traffic. In particular, while voice delay levels remain low and do
not lead to dropped calls, the performance deterioration for video traffic may lead to some
unsatisfied video users. However, the overall performance is considered acceptable, since 77%
of video frames are now transmitted with less than 0.6 seconds delay, as shown in Figure 8.
Network capacity results for both scenarios are illustrated in Tables 1 and 2 respectively.
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Conclusions and Future Work

In our initial work [3], we demonstrate how IEC 61850 standard can be implemented over
LTE to extend energy automation services beyond the substation boundaries. Since such
time-critical applications are not adequately supported by current LTE implementations, we
devised a novel LTE scheduler that prioritizes automation traffic. Our extensive simulations in
a system-level simulator indicate that the proposed scheduler enables public LTE infrastructure
to efficiently support automation services with minimum impact on background LTE traffic.
Although the 3GPP is incrementally including some support for massive machine-type
communication [8, 9], i.e., LTE-M and NB-IoT, the modern cellular system has been basically
designed, engineered and managed to afford access only to a reasonable number of conventional
LTE subscribers with high downlink data rate. Our future work resides in the investigation
of the performance of the LTE Random Access Channel (RACH) for the support of real-time
automation services in large-scale distribution grid deployments. The objective is to design
an efficient RACH mechanism in order to i) handle the traffic surge of simultaneous channel
access requests and ii) meet the strict latency requirements of mission-critical messages, e.g.,
the case of cascading power faults where notification alarm messages are triggered. In addition,
the performance benefits that direct D2D transmission mode brings to neighboring IEDs will
be investigated, along with reliability enhancements for opportunistic channel access.
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3

Impulsive Noise Mitigation for PLC Systems

The power lines behave as a frequency selective channel and are severely affected by different
types of noise [10, 11]. The noise in power lines is typically classified into background noise,
impulsive noise (IN) and narrow band interference (NBI) [11–14]. Among them, the IN is
random in occurrence and has a higher power spectral density (PSD) than the background
noise and is considered as a major source of error in power line communication (PLC). To
mitigate such noise, following information about it needs to be estimated:
• Order: The order defines the number of IN samples occurring during the transmission.
• Support: The support defines the time instant of IN sample occurrence.
• Amplitude: The amplitude of each IN sample occurring during the transmission.
Hence an algorithm that provides precise estimation of above parameters is reported in this
section, based on the research published in [15]. To elaborate the scheme, first the system
model is defined followed by the order, support and amplitude estimations of IN. Some example results generated by numerical simulations along with the conclusion and future research
direction are also provided.

3.1

Asynchronous Impulsive Noise Mitigation Based on Subspace
Support Estimation

The complex baseband equivalent discrete-time model for the OFDM based PLC system is
written as
y = Hx + i + w,
(1)
where y ∈ Cn and x ∈ Cn are column vectors that contain the time domain OFDM received
and transmitted signals respectively, after cyclic prefix removal. Besides the length of the time
domain vectors, n also represents the total number of sub-carriers in the system. Let F denote
the n × n unitary DFT-matrix where [F ]a,b = √1n exp−j2πab/n with a, b ∈ {0, 1, 2, . . . , n − 1}.
The notation [·] is used to refer the elements of the matrix or vector inside the bracket. The
time domain signal x is transmitted only in k used sub-carriers. Accordingly, the remaining
m = n − k are nulled/unused. The transmitted signal vector x is given by x = F H Sx X,
where X is a vector of length k containing the frequency domain data symbols. Sx is an n × k
selection matrix having only one element equal to 1 per column indicating used sub-carrier
index and m zero rows corresponding to the unused sub carrier. The channel is represented
by H, which is an n × n circulant matrix. w is the background noise of length n, which
is defined as a sequence of independent and identically distributed (i.i.d) complex Gaussian
random variables with zero mean and variance σw2 . The vector i represents IN of length n
and its entries [i]j can be in two states: a state when the IN is active and another state when
there is no occurrence of IN. The probability of being at each state is generated as a Bernoulli
random variable, whereas the amplitude of the IN itself is assumed Gaussian distributed. Thus,
the IN becomes a mixture of Bernoulli and Gaussian random processes. The j th entry of i is
modeled as [i]j = [b]j .[g]j , where [b]j is an i.i.d. Bernoulli random variable with probability
of success P , and where [g]j is an i.i.d. complex Gaussian random variable with zero mean
and variance Io . The channel SNR is defined as σs2 /σw2 , where σs2 is transmitted signal power,
whereas the INR is defined as Io /σw2 , where Io is the IN power.
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After receiving the samples as in (1), a Fast Fourier Transform (FFT) is applied. The FFT
of vector y is performed by multiplying y by the DFT-matrix F as
Y = F y = DSx X + F i + W,

(2)

where Y is√a column vector of length n containing the frequency domain received symbols,
D = diag( nF h), h being the channel impulse response, and W denoting a vector of length n
having the frequency domain transformed samples of the background noise. The contribution
from unused sub-carriers is extracted from (2) as
Y 0 = SxT Y,

(3)

where Y 0 is the column vector of length m corresponding to unused sub-carriers (containing
samples from the IN and the background noise only). The vector Y 0 in (3) is the observation
vector for order and support estimation of IN, by employing MDL criterion and MUSIC estimator respectively. After estimating the order and support of IN samples, MMSE estimation of
amplitudes at identified supports is performed. The estimated IN samples are then subtracted
from the received signal, in (1) before performing the FFT. A block diagram of the proposed
scheme is shown in Figure 9.
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x(end-CP+1:end):x

Channel, h
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Impulsive
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y = hx + i + w
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^
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Received
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Sub-carrier
demapping

FFT

Impulsive noise mitigated
received symbols
y = hx + w

Figure 9: Block diagram of the proposed IN mitigation algorithm.

Order Estimation: Using the samples in Y 0 , a total of L = m − M + 1 sample vectors
denoted by Ỹl , where l ∈ {1, 2, 3, . . . , L}, are generated, each having length M . M represents
the sample window size that is used to generate the sample covariance matrix, which is chosen
such that the condition M − N > N is satisfied, where N is the number of impulses that
occur within a multi carrier symbol period. The sample vector Ỹl is constructed as

T
Ỹl = [Y 0 ](l+M −1) , [Y 0 ](l+M −2) , . . . , [Y 0 ]l
(4)
The sample covariance matrix R̂ of size M × M is now formed using Ỹl as
L

1X
R̂ =
Ỹl ỸlH .
L l=1
Project Title: ADVANTAGE
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The eigenvalue decomposition of R̂ is performed, resulting into M eigenvectors and M eigenvalues. Out of M eigenvalues arranged in decreasing order λ1 ≥ λ2 ≥ λ3 ≥ . . . , λM , the N
largest are associated with the IN samples whereas the M − N smallest correspond to the
background noise samples [16]. By employing the eigenvalues of the sample covariance matrix,
we estimate the number of IN impulses by the MDL criterion, according to [17] by
(M −k̂)m

Q
M DL(k̂) = − log 

1/(M −k̂)
M
r=k̂+1 λr

PM
1
r=k̂+1 λr
M −k̂

+

L
3k̂
log .
2
M

(6)

The order N of IN is estimated as the value of k̂ ∈ {0, 1, 2, . . . , M − 1} for which (6) bears
the minimum value.
Support Estimation: After estimating the IN order, the eigenvector set of R̂ is split into
two subsets. The first subset contains N eigenvectors that belong to the signal subspace,
corresponding to IN. The second subset, defined as the noise subspace −{ĝ1 , ĝ2 , . . . , ĝM −N },
contains M − N eigenvectors corresponding to background noise. The matrix Ĝ as the
column-wise juxtaposition of the eigenvectors in the second subset is defined.
Having identified the noise and signal subspaces, the support set of the IN, I ∈
{d1 , d2 , . . . , dN }, is estimated as the sample indexes in terms of integers in the set q ∈ [0, n−1],
for which the rational q/n is closest to the peaks of the function f (t) defined as [16]
f (t) =

1
aH (t)ĜĜH a(t)

,t =

q
∈ [0, 1),
n

(7)

where q ∈ {0, 1, 2, . . . , n − 1} and a(t) is the vector of length M defined as
a(t) = [1

eit . . . ei(M −1)t ]T .

(8)

Thus identified sample indexes are then arranged in increasing order to appear as entries of I.
Amplitude Estimation: The amplitudes of the IN samples at locations identified by I are
estimated using the MMSE criterion. The estimated amplitude of j th IN sample is given by
Âj = E([î]j |y, I) =

Io
y(I),
Io + σs2 + σw2

(9)

where j = 1, . . . , N , Io is the IN power, σs2 is the transmitted signal power and σw2 is the
background noise power.
Finally, the estimated IN î of length n having only N non-zero entries at the supports of
IN samples is generated. Upon subtracting this estimate from the time domain received signal
vector y in (1) provides an IN-mitigated signal for demodulation as shown in Figure 9.

3.2

Simulation Results

The bit error rate (BER) performance of the proposed IN mitigation scheme and other algorithms (nulling, clipping and time domain periodogram) are evaluated in different scenarios
that are defined by the occurrences of impulsive noise with distinct power levels. As shown in
Figure 10 and Figure 11 the proposed scheme outperforms the conventional algorithms where
the BER of the PLC receiver is improved significantly.
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Conclusion and Future Work

The precise mitigation of impulsive noise in power lines can enhance the performance of
PLC systems. This enables the applicability of PLC for smart grid applications by exploiting
the electrical grids. Furthermore, the power lines that are often polluted by impulsive noise
represent a challenging environment for precise channel estimation. Therefore as the future
direction of research, efforts will be made towards designing a robust channel estimator that
exploits the knowledge of estimated impulsive noise.

4

Introduction to Impact of Compression and Aggregation in Wireless Networks on Smart Meter Data

Smart meters record and transmit information regarding the consumed electricity at rates of
seconds to hours.There are two methods for smart meter communication suggested in the
literature. The first scenario is to use the wireless cellular network for smart meter communication by adding communication modules to the smart meters. The second scenario is to
implement a wireless sensor network technology which builds a communication link through a
mesh network of smart meters [18]. In this section, the study done considering the first scenario where smart meters are directly connected to the wireless cellular network is presented.
Reducing the network load decreases operational costs and due to the very large data volumes
of energy data, compression will be a necessary technique. The most important reasons for
compression are [19]:
i) Reducing data volume
ii) Communication bandwidth efficiency
iii) Improving energy efficiency by reduction in data volume for wireless transmission
The findings illustrated here are a summary of the research to be presented at the IEEE
SPAWC 2016 conference [20]. We evaluate two different lossless compression techniques at
the smart meter side. The basic concept of data compression and different communication
Project Title: ADVANTAGE
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and aggregation scenarios for our work are presented in the upcoming subsection and the last
two subsections respectively define the results for data compression using real world datasets
and conclusions with future research directions.

4.1

Data Compression and Simulation Scenarios

The basic idea behind data compression technique is to remove data redundancy by encoding it
more efficiently. By doing so, less disk memory will be used for data storage and less bandwidth
of the channel will be used to transmit the same amount of data [19]. The concept of data
compression is categorized in two main groups, namely: lossy and lossless compression. In
lossy compression the fidelity of the data is reduced when it is decompressed, whereas lossless
compression algorithms reduces the data volume without any loss of data and the result after
decompression is a bit-for-bit match with the original information. The evaluation of different
techniques is done in terms of compression ratio and compression time. The compression ratio
that determines the compression efficiency of a technique is defined as the ratio of data size
before and after compression and is expressed as:
CompressionRatio =

(UncompressedSize)
(CompressedSize)

(10)

In this work, two data compression techniques Lempel-Ziv-Welch (LZW) [21,22] and Adaptive Huffman (AH) [23, 24] are studied. To perform the evaluation three scenarios that use
different compression strategies are assumed and are shown in Figure. 12. In the first scenario,
compressed smart meter data are sent to aggregator, which are simply forwarded directly to
energy data center (EDC) through internet without further processing. In the second scenario,
the aggregator receives the compressed data from each smart meter and decompresses it, such
that it can be aggregated with a group of other data packets to form a large data packet
which is later compressed again. In the third scenario, the received compressed smart meter
data are aggregated and further compression is done without decompressing them.
In order to evaluate smart meter data compression, we analyzed different data sets obtained from low frequency Massachusetts Institute of Technology (MIT) Reference Energy
Disaggregation Data Set (REDD) [25]. This data set contains a total of 116 readings taken at
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Figure 13: Average compression ratio (top figure) and average compression time (bottom figure)
for LZW and AH algorithm applied to meter data in 10 mins intervals (scenario 1).

Compression Ratio %

household and circuit level from six different houses. The data sampling interval is 1 second
with a resolution of 0.01 watts.
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Figure 14: Results for compression ratio (top figure) and compression time (bottom figure) vs packet
size for decompression in the aggregator followed by compression of aggregated data (scenario 2).
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Figure 15: Results for compression ratio (top figure) and compression time (bottom figure) vs packet
size for double compression without decompression in aggregator (scenario 3).

4.2

Results and Discussion

The LZW and AH compression techniques have been applied to smart meter data and two
important parameters, compression gains and processing time have been evaluated for those
algorithms. Our investigation on smart meter data shows that smart meter data can be
significantly compressed in size by these compression algorithms. The effect of compressing
is investigated by considering different reading types and dataset sizes. Figure. 13 shows the
compression rates, compression and decompression times for the first simulation scenario where
only the smart meters compress data. The applied techniques achieve average compression
rates of 74-88 while using LZW method. If low execution time is mandatory, the AH algorithm
is the best choice and it can achieve an average 74% compression rate for all packet sizes. If
the compressed data from the smart meters is decompressed in the aggregator and aggregated
into a single data packet, we can then recompress this larger data packet (comprising 50
packets from 50 smart meters) to achieve a higher overall compression ratio. This is the
second scenario for simulation and results are shown for both meters and aggregators using
AH (AH-AH) or LZW (LZW-LZW) in Figure. 14. Figure. 15 depicts the third communication
scenario that shows combination of both compression techniques at different points in the
communication topology. The results show that the best compression ratio is obtained when
LZW technique is applied in the aggregator after AH compression on smart meter.

4.3

Conclusion and Future Work

This work has investigated the performance of compression and aggregation techniques for
smart meter data. For large dataset sizes, the LZW algorithm achieved higher compression
rate and consequently bandwidth of channel can be efficiently utilized, at the cost of comProject Title: ADVANTAGE
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plexity. The AH algorithm with a lower processing time could save more energy consumption,
processing time and hardware requirements when implemented in smart meters. Selecting
the desired trade-off between compression rate, processing time and hardware requirements
will determine the best compression algorithm for each part of our communication scenario.
As a future work, alternative compression algorithms to the LZW and AH methods will be
investigated while the effect of errors and packet losses on the communication channels will
also be considered.

5

WP2 - Overall Conclusions

The initial findings on NAN and IAN research have been reported. The results presented
in this document provide an overview of the solutions for both D2D communication and
PLC in the context of smart grid. In addition, brief insights on data compression techniques to
efficiently minimize smart meter data packet sizes have also been reported. After the analytical
overview of the initial results, future research directions for all three domains of WP2 have
been determined.
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